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RG-NBS3300 Series Datasheet

m Product Overview

1

he RG-NBS3300 series switches launched by Ruijie Networks are next-generation multi-gigabit access

switches that %rovide cost-e''ective( high-s%eed connectivity)
his series delivers both 1G and 2)+G access ca%abilities( along with 10G u%ink %orts to meet the

demands o' high-density environments)
he RG-NBS3300 series is designed 'or small and medium-si, ed enter%rises( making it ideal 'or large-

scale( high-density settings such as cam%uses( 0''ices( and stadiums)

m Product Appearance

RG-NBS3300-16 G4XS-HP
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RG-NBS3300-8 G2XS-P

Le't. iew o' the RG-NBS3300-4MG21S-3

Right . iew o' the RG-NBS3300-4MG21S-3

m Product Highlights

*  2)+G %orts smash the gigabit barrier( unlocking the 'ull %otential o' 5 i--i/ and 6 access %oints

* 7888 402)3bt%at%'-comUiant 308 %orts %rovide a %ower budget o' 360 5

* he C3: 3rotect 3olicy ;C33<sa'eguards the C3: against attacks( ensuring C3: %er'ormance and stability
* 8nter%ise-grade quality ensures high %er'ormance

* Multi%e security %olicies %rotect your network

* Ruijie Cloud enables easy management anytime( anywhere



RG-NBS3300 Series Datasheet

RG-NBS3300-16 MG4XS-HP

16-Port Multi-Gigabit Layer 2 Managed Switch, 4 x 5FP+ Uplink Parts

1, 2.5G Ports for 4% PoEH =L, PoE Budget 4 210G SFP+ Multiple Security
Wi-Fi 6/7 APs. Ports m 0w Uplink Ports Policies

RG-NBS3300-8MG2XS-P

8-Port Multi-Gigabit Layer 2 Managed Switch, 2 x SFP+ Uplink Ports

T

125G Ports for —L  PoE Budgel 2% 106G SFP+ Multiple Security
Wi-Fi 6/7 APs m 240W Uplink Ports Palicies

Integration with Wi-Fi 6/7 APs,
Boosting Network Performance and Efficiency
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CPP Protects the CPU from Attacks,
Ensuring CPU Perfotmance and Stability S /
g

v
5
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Enterprise-grade Quality Ensures High Performance

Link Aggregation [GMP Snooping VLAN
W o
—— _— e

..........

Cloud, Make Your Business Easy

= 50N, Zero-Touch Provisioning on Ruijie Cloud = Monitor Switch Statistics Anytime, Anywhere

» Configure WLANS Using Ruijie Reyee Apg vintenance to Save Onsite Time and Costs
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m Product Features

7

High-Power Po( Power Suppl)

h Yrevious scenarios involving 308 %ower su%dy( only the 308 ;7888 402)3a' <and 308+ ;7888 402)3at<
standards were available) 5 hen %ower requirements exceed 30 5 (308 is no longer a viable o%tion(
necessitating the deddoyment o' %ower cables 'or mains electricity and %ossibly even extra high voltage
Y%ower) his creates signi'icant challenges related to de%doyment costs( timelines( maintenance( and security)
7 com%iance with the 7888 402)3bt standard( the RG-NBS3300-1/ MGO01S-2 3 utili, es high-%ower 308
technology( achieving a maximum 308 out%ut o' 90 5 %er %ort to signi'icantly enhance user ex%erience)

CP+ Protection Polic) ,CPP-

7h a network environment( many malicious attacks are o'ten carried out by 'orging numerous management
and %rotocol %ackets) 5 hen a switch becomes overwhelmed with attack %ackets( it is unable to %ocess
normal management and % otocol %ackets) his can signi'icantly im%act the switch's security and the overall
stability o' the network)

he C33 'unction o' Ruijie switches 0''er e''ective %rotection against malicious network attacks by identi'ying
and 'iltering out attack %ackets( mitigating the im%act o' attack %ackets on the switch(and ensuring that
Y%ackets in di''erent %riority queues are handled %o%erly) Additionally( the C33 o''ers 'lexible %acket %olicy
con'iguration( allowing network administrators to o%imi, e settings 'or s%eci'ic network environments(
thereby enhancing both switch security and network stability)

( nterprise-grade . ualit) ( nsures High Per/or0 ance

Spanning 1ree Protocol ,S1P-2

S 3 %revents broadcast storms caused by loo%s and %rovides link redundancy( aiming to eliminate loo%s on
8thernet networks) % establishes a loo%'ree logical to%ology by selecting a %imary %ath while blocking
redundant %aths)

Rapid Spanning 1ree Protocol ,RS1P-2

RS 3(as an enhanced version o' S 3( enables 'aster convergence to meet the demands o' modern networks)
Rapid 3in4 Detection Protocol ,R3DP-2

RLD3 is designed to detect link 'ailures and re%ort 8thernet link issues) 4 automatically shuts down or
noti'ies users to manually shut down relevant %orts based on user-con'igured 'ailure handling methods(
Y%eventing erroneous tra''ic 'orwarding and avoiding 8thernet Layer 2 loo%s)

Snternet Group anageO ent Protocol ,56 P-2

7GM3 manages the membershi%between hosts and multicast grou¥%s( allowing hosts to join or leave a
multicast grou%

56 P snooping2

7GM3 snoo%ing is a "eature o' network switches that allows them to monitor ZlGM3 tra''ic( 0%imi, ing the
'orwarding o' multicast tra''ic)

60ice 63AN2

. oice . LAN is a dedicated virtual local area network ;. LAN<designed 'or voice tra''ic) & se%arates voice data
'rom regular data tra'"ic( %rioriti, es voice transmission( and enhances the quality o' voice calls)
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ultiple Securit) Policies Protect 8our Networ4

DHCP snooping2

D2 C3 snoo%ng is a network security 'eature that %rotects against Dynamic 2 ost Con'iguration 3rotocol
;D2 C3<attacks by ensuring that only trusted D2 C3 servers can assign 73 addresses to devices on the
network) 7 large enter%rise environments( D2 C3 Snoo%ng e''ectively %revents internal attacks and
enhances network stability and security)

Access Control 3ist ,AC3-2

An ACL controls data tra''ic %assing through a switch) % 'ilters data %ackets based on user con'igurations(
thereby enhancing both network security and %er'ormance)

5 (( 80291X2

788 402)11 is a network access control standard used 'or identity authentication on both wired and wireless
networks) % uses %ort-based access control to ensure that only authenticated devices can access the
network)

5- AC:inding2

B-MAC binding is a security technology that associates a s%eci'ied source 73 address and source MAC
address with a switch %ort to %revent 73 address s%00'ing and MAC address 'orgery) 3ackets can %ass
through the %ort only when they match the bound source 73 address and MAC address)

ARP anti-spoo/ing2

AR3 Anti-S%00'ing is used to %revent AR3 s%o0'ing attacks) AR3 s%00'ing occurs when an attacker sends
'orged AR3 messages to interce%( modi'y( or disru% network tra''ic) AR3 anti-s%o0'ing methods includeB;1<
Static AR3 entriesBAR3 entries are manually con'igured to %revent dynamic u%dates and ensure consistencyC
and ;2<AR3 monitoring toolsB ools are used to monitor AR3 tra''ic in real time( enabling the detection o'
abnormal activities)

5P source guard2

73 source guard is a security 'eature that %events 73 address s%o0'ing attacks) % checks the source 73
address o' a data %acket against the bound source MAC address and %ort to ensure that only valid 73
addresses can send data %ackets through the switch) 7 the 73 address does not match( the switch discards
the data %acket)

Easy Management

Sel/-Organizing Networ4 ,SON-2

SDN is an automated network management technology designed to sim%i'y and o%imi, e the de%doyment(
con'iguration( management(and maintenance o' wireless communication networks) SDN allows networks to
dynamically ada% to actual demands through automated con'iguration and sel'-0%imi, ation( enhancing
both e''iciency and user ex%erience)

anage0 ent via we: inter/ace2

Network devices and services can be con'igured( monitored( and managed conveniently on a web user
inter'ace;: A % allows network administrators to easily access and manage network resources( whether on
a LAN or over the Tternet)

(as) cloud 0 anage0 ent an) ti0 e, an) where

anage0 ent via Ruijie Re) ee App
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SN P2

Sim%e Network Management 3rotocol ;SNM3<is a %rotocol used 'or managing network
devices) & o%erates on a clienterver model that allows 'or remote monitoring and
control o' these devices)

SNMS3 consists 0' a management station and agents) he management station
communicates with the agents using the SNM3 %rotocol to retrieve in'ormation such as
device status( con'iguration( and %er'ormance data) & can also con'igure and manage the
devices)

SNM3 can be used to manage a variety o' network devices( including routers( switches(
servers(and 'irewalls) : sers can manage user accounts through the SNM3 con'iguration
inter'ace and monitor and control devices using third-%arty so'tware)
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Hardware Speci/ications

Hardware Speci/ications

RG-NBS3300-16 G4XS-HP

RG-NBS3300-8 G2XS-P

NuO : er o/ 1/ 4
10/100/1000/2700BAS( -1 Ports

NuO : er o/ 10 G: ps Optical 0 2
Ports ,SFP+-

NuO : er o/ Po(/Po( + Ports 12 4
NuO : er o/ Po(/Po( +/Po( ++ 0 NA
Ports

NuO : er o/ Fans 2 2

Power Suppl) Options

Single 'ixed %ower su%dy

Single 'ixed %ower su%dy

Forwarding Rate

119)00 M%¥s

+4)62 M%/s

Switching Capacit) 1/0 Gb%s 40 Gb%s
AC Address 1a: le Size 1/000 1/000
ARP 1a: le Size 1000 1000
NUO : er o/ AC(s nboundB1900 boundB1900
DutboundB0 DutboundB0

Di0 ensions ,A BD B H-

000 mm x 2/ 6)+ mm x 03)/ mm
;16)32in) x 10)++in) x 1)62 in)<

300 mm x 233 mm x 03)/ mm
;11)41in)x 9)16in) X 1)62 in)<

Power Suppl)

Rated voltage rangeB100E200 .
Maximum voltage rangeB
90E2/0.

-requencyB+09 0 2,

Rated currentB/ A

Rated voltage rangeB100E200 .
Maximum voltage rangeB
90E2/0.

-requencyB+09 0 2,

Rated currentBO)+ A

Power Consu0 ption

No 308 loadBF00 5
-ull 308 loadBF 0/0 5

No 308 loadBF 26 5
-ull 308 loadBF 264 5

aB9Po( Power Budget

3605

2005

Air/low

Le't to back

Le't to right

Operating 1e0 perature

0 to +0( ;32G to 122G <

0 to +0&;32G to 122G <

Storage 1e0 perature

EOOQC to +60Q ;E00G to +1+4G <

EOOQC to +60& ;E00G to +1+4G <

Operating HuO idit)

10H to 90H R2 ;non-condensing<

10H to 90H R2 ;non-condensing<
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RG-NBS3300-16 G4XS-HP

RG-NBS3300 Series

Datasheet

RG-NBS3300-8 G2XS-P

Storage HuO idit)

+H to 9+H R2 ;non-condensing<

+H to 9+H R2 ;non-condensing<

Port Surge Protection

Common modeB/ k.

Common modeB/ k.

Power Suppl) Surge Protection

Common modeB/ k.
Di''erential modeB/ k.

Common modeB/ k.
Di''erential modeB/ k.

Net A eight

3)/ kg ;6)90 Ibs<

2)/ 0 kg ;+)42 lbs<

Gross A eight

+)20 kg ;11)++ lbs<

3)0+ kg ;6)/ 1 Ibs<

Certi/ication C8CCC C8C-CC
So/tware Speci/ications
So/tware Speci/ications RG-NBS3300-16 G4XS-HP RG-NBS3300-8 G2XS-P
@o : o Fra0 e 921/ Bytes ;Global M : <
402)11 . LAN
63AN 3ort-based . LAN
. oice. LAN
(thernet Switching
S 3,788 402)1D<
S1P
RS 3,788 402)15 <
LLD3
33DP
LLD3-M8D
ARP AR3
5P Service D2 C3 Snoo%ing
DHCP
D2 C3 Client
7GM3 Snoo%ing
7GM3 Snoo%ng v1
ulticast 5 P 7GM3 Snoo%ng v2
7GM3 Snoo%ng v3 ;Basic<
M. R Mode ;M. R receiver %orts can only be access
%orts)<
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ulticast
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RG-NBS3300-16 G4XS-HP RG-NBS3300-8 G2XS-P

7GM3 -iltering

10

7GM3 - ast Leave

AC3 and. oS

AC3

73 Standard ACL

MAC 8xtended ACL

7B 8xtended ACL

Bv/ ACL

. 0S

3ort-Level Rate Limiting ; /hgressBgress<

Securit)

80291X

7888 402)11 Authentication

3ort-based Authentication

MAC-based Authentication

Global 7888 402)11 Authentication Control

- orce Authori, ed

- orce : nauthori, ed

3ort-based Single-2 ost Mode

38A3 Authentication 'or 5 indows 694910911 Clients

38A3 Authentication 'or macDS Clients

38A3 Authentication 'or Linux DS Clients

anage0 ent via
A e: bnter/ace

5 eb Authentication

2 35S

5- AC-Port Binding

7B-MAC-3ort Binding

ARP Anti-Spoo/ing

AR3 Anti-S%o0'ing

5P Source Guard

7B Source Guard

CP+ Protection Polic)
,CPP-

2 ardware C33
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So/tware Speci/ications

RG-NBS3300-16 G4XS-HP RG-NBS3300-8 G2XS-P

Relia: ilit) R3DP RLD3
SPAN S3AN
N1P N 3 Client
SNM3 v1
SN P SNM3 v2c
N Sand SNM3 v3
aintenance
.1 MI
Sel/-Organizing . .
Netword Sel'-Drgani, ing Network
Networ4 Management via Ruijie Cloud
anage0 ent
Ruijie Cloud . iew Device Details on Ruijie Cloud
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odel NBS3300-8 G2XS-P NBS3300-16MG4XS-HP

8N /23/4-1R010
BC/23/4-1R014

Sa/et)
: L/23/4-1R019
CSA C22)2 No /23/4-1B9
-CCC-RO063art 1+ Class A
8N ++032 Class A

(0 issions
8N 30034/ Class A
7AC8S-003 Class A

50 0 unit)
8N ++03+

( C
8N 30034/

(SD 7BC /1000-0-2

Radiated 7BC /1000-0-3

(F1/Burst BC /1000-0-0

Surge BC/1000-0-+

Conducted BC /1000-0-/

6oltage Dips and Short
Snterruptions

BC/1000-0-11

Har0 onics

BC/1000-3-2

Flicder

BC/1000-3-3
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Ordering 5n/or0 ation

odel Description

1/ x 10910091 000R+00BAS8- 8thernet %orts( 0 x S- 3+ %orts ;non-combo
RG-NBS3300-16 G4XS-HP Y%orts<;%orts 1 to 0 su%ort 308B0o8+Bo8++Csu¥Port 'ull 308 load and hal'
308+ loadCixed single %ower su%dy

4 x 10910091 00092+00BAS8- 8thernet %orts(2 x S- 3+ %orts ;non-combo

RG- s -
G-NBS3300-8  G2XS-P Y%orts< su%ort 'ull 308 load and 'ull 308+ loadC ixed single %ower su%Ady

ini-GB5C-G1 1000BAS8-G mini GBL transceiver
5N5-GB5C-SX- 870 1000BAS8-S1( S- 3 transceiver( SM ;4+0 nm(+00 m( LC<
5N5-GB5C-3X-S 1310 1000BAS8-L1( S- 3 transceiver( SM ;1310 nm( 10 km( LC<

5N5-GB5C-3H40-S 1310 1000BAS8-L2 ( S- 3 transceiver( SM ;1310 nm( 00 km( LC<

5N5-GB5C-EX80-S 1770 1000BAS8-2140( S- 3 transceiver( SM ;1++0 nm( 40 km( LC<

G(-SFP-3X20-S 1310-B5D5 S- 3 BiDi transceiver— x1310Rx1++0( 20 km( LC

G(-SFP-3X20-S 1770-B5D5 S- 3 BiDi transceiver— x1++09Rx1310( 20 km( LC

G(-SFP-3H40-S 1310-B5D5 S- 3 BiDi transceiver— x13109Rx1++0( 00 km( LC

G(-SFP-3H40-S 1770-B5D5 S- 3 BiDi transceiver— x1++09Rx1310( 00 km( LC

XG-SFP-SR- 870 10G S- 3+ transceiver with LC connector( max) distanceB300 m

XG-SFP-3R-S 1310 10G S- 3+ transceiver with LC connector( max) distanceB10 km

XG-SFP-(R-S 1770 10G S- 3+ transceiver with LC connector( max) distanceB00 km
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m Pac4age Content

RG-NBS3300-16 G4XS-HP

RG-NBS3300-16 G4XS-HP switch 1
Rac4-0 ount: rac4ets 2

4B80 0 Philips countersun4 screws 4
+ser anual 1
Ru: : er pads 0
A arrant) Card 1
Power cord 1
8ellow/green ground wire 1
Power cord retention clip 1

RG-NBS3300-8 G2XS-P

5te0 . uantit)
RG-NBS3300-8 G2XS-P switch 1
Rac4-0 ount: rac4ets 2
3B60 0 Philips countersun4 screws 4
+ser anual 1
Ru: : er pads 0
A arrant) Card 1
Power cord 1
8ellow/green ground wire 1
Power cord retention clip 1
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m A arrant)

For 0 ore in/or0 ation a: out warrant) ter0 s and period, contact ) our local sales agenc)9

« Aarrant) ter0 s2htt%sBAwvww)ruijienetworks)comSu¥ortService%olicy

« Aarrant) period2htt%sBOwvww)ruijienetworks)comBu¥ortService%olicyService-Su¥ort-Summany9

Note: The warranty terms are subject to the terms of different countries and distributors.

m ore 5n/or0 ation

1o learn 0 ore a: out the product, please visit our we: site or contact ) our local sales representative9

*  htt%sBreyee)ruijie)com%®n-global®PtoductssmeSwitchesrg-nbs3300-1/ mgOxs-h¥%P

o  htt%sBreyee)ruijie)com%®n-global®PtoductssmeSwitchesrg-nbs3300-4mg2xs-%0



https://www.ruijienetworks.com/support/servicepolicy
https://www.ruijienetworks.com/support/servicepolicy
https://www.ruijienetworks.com/support/servicepolicy/Service-Support-Summany/
https://www.ruijienetworks.com/support/servicepolicy/Service-Support-Summany/
https://www.ruijienetworks.com/support/servicepolicy/Service-Support-Summany/
https://reyee.ruijie.com/en-global/products/sme/switches/rg-nbs3300-16mg4xs-hp/
https://reyee.ruijie.com/en-global/products/sme/switches/rg-nbs3300-8mg2xs-p/

Ruijie

Ruijie Networks Co., Ltd.

For more information, visit www.ruijienetworks.com or call 86-400-620-8818.



https://reyee.ruijie.com/
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